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Red Team / Blue Team Hacking
EDR Engagements Workshop



Train your team for a

Cybersecurity incident



Rocheston Red Team / Blue Team Hacking and EDR
Engagements Workshop with Realistic Enterprise
Network Attack Simulation.

This is a complete hands-on realistic cybersecurity
workshop. The exercises and labs are highly technical.
Students will walk away with troves of knowledge
and skills delivered by the most powerful
cybersecurity hacking platform: Rocheston CyberLabs.
You will need to bring your own laptop to access the
labs in the cloud.

Students will also receive Workshop Completion
Excellence certificate and you can use them for your
CPE (Continuing education) points.



What you will learn?

¢ Endpoint Security

o Configuration Assessment

o Extended Detection and

Response

¢ File Integrity Monitoring

¢ Threat Intelligence

¢ Threat Hunting

DevSecOps

¢ Cybersecurity Hygiene
with RCF (Rocheston
Cybersecurity
Framework)

¢ Vulnerability Detection
¢ Security Operations

¢ SOC2 Dashboards

¢ Log Data Analysis

¢ Malware Detection

¢ Audit and Compliance

¢ Cloud Security

¢ Posture Management

e Workload Protection

o Container Security ¢ Network IDS integration

o MITRE Attack Framework ¢ Detecting a Shellshock

e Implementing PCI-DSS attack

and HIPAA Standards ¢ Detecting an SQL

« Implementing GDPR Injection attack

Standards ¢ Slack integration

e Implementing CIS ¢ Detecting suspicious

pinaries

e Implementing NIST ¢ Detecting and removing

800-53 Standards malware using VirusTotal

e Auditing commands run integration

by a user ¢ Vulnerability Detector

e Amazon AWS
infrastructure monitoring

o Detecting malware using
Yara integration

o Detecting a brute-force ¢ Ransomware attacks

attack * Defacing websites

* Monitoring Docker e Dark Web onion sites

* File integrity monitoring « Phishing attacks

o Blocking a malicious « Incident Response
actor
o Detecting unauthorized

processes

e Osquery integration



HIGHLY TECHNICAL
WORKSHOP

This 3 hour workshop is highly technical. You will need
the skills of RCCE Cybersecurity Engineer to understand
the concepts and to practice the labs.
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Respond to real-world cyberattack scenarios, in
a fusion team environment based on a security
operation center. See the potential consequences
of a deficit of incident response and crisis
management planning and practice.




Experience the most cutting-edge security
technologies and how they are applied to
modern investigations. Understand how
hacker tools work and how attackers
compromise victims.
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This certificate is presented to

Jason Springfield
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For participating in Rocheston ZombieCop Workshop
conducted on 12th December, 2022
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You will receive workshop certificate after the event.
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Book your sess

Rocheston for a demo.
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